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1
DISTRIBUTING TOKEN RECORDS IN A
MARKET ENVIRONMENT

TECHNICAL FIELD

The invention relates to distributing token records in a
market environment.

BACKGROUND OF THE INVENTION

Computer networks, and in particular Wide Area Net-
works (WANSs) such as the internet, provide opportunities
for the misuse and abuse of communications. For example,
two users (e.g., a human user and an enterprise server)
communicating via the WAN may have their communica-
tions intercepted and/or altered. Also, it is possible for one
user to misrepresent his, her, or its identity to another user.

Thus, there is a need for both privacy and authentication
between users of the network communicating with one
another. In other words, users should be able to rely on the
fact that their transmissions will not be intercepted or
altered, and that transmissions from someone purporting to
be a particular user do in fact originate from that user.

In many secure communication applications, a seed is
required in order to perform certain cryptographic opera-
tions such as encryption, decryption, authentication, etc. The
seed may comprise, by way of example, a symmetric key or
other secret shared by two or more entities.

One such application is in authentication tokens, such as
the RSA SecurID authentication token available from RSA,
The Security Division of EMC, of Bedford, Mass., U.S.A.
The RSA SecurID authentication token is used to provide
two-factor authentication. Authorized users are issued indi-
vidually-registered tokens that generate single-use token
codes, which change based on a time code algorithm. For
example, a different token code may be generated every 60
seconds. In a given two-factor authentication session, the
user is required to enter a personal identification number
(PIN) plus the current token code from his or her authenti-
cation token. This information is supplied to an authentica-
tion entity. The authentication entity may be a server or other
processing device equipped with RSA Authentication Man-
ager software available from RSA Security Inc. The PIN and
current token code may be transmitted to the authentication
entity and if the PIN and current token code are determined
to be valid, the user is granted access appropriate to his or
her authorization level. Thus, the token codes are like
temporary passwords that cannot be guessed by an attacker,
with other than a negligible probability.

Referring to FIG. 1, there is illustrated an example of a
system 100 that facilitates secure communication over a
network. The system 100 comprises an authentication entity,
for example, a server 105 for assisting in authenticating a
user 110. To enable authentication, the user 110 can com-
municate with a user authentication device 120 for infor-
mation used to authenticate the user 110. The user authen-
tication device 120 may be a RSA SecurlD token as
discussed above. The user authentication device 120 may
store a seed or secret that may be used to help authenticate
the user 110. Typically, the seed may be information that
only is available to the authentication device 120 and the
server 105. For example, the seed can be used to help
generate an authentication code for the user 110. The user
authentication device 120 may also access dynamic data,
which, for example, can be the current time, if implemented
with a running clock. Additionally, in addition to a seed, the
device 120 may receive a personally selected secret from the
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user 110 and generate a dynamic, non-predictable authenti-
cation code value in response to the secret received from the
user 110, the seed, and the current time. Here, for example,
a non-predictable authentication code value may be unpre-
dictable to anyone who does not have access to the secret
received from the user 110, the stored secret, and the
algorithm that generates the authentication code value.

It will be appreciated that the user 110 may have access
to a communications terminal 140 such as a personal com-
puter, a personal digital assistant (PDA) or a similar device.
During the authentication process the user may read a
passcode from the user authentication device 120 and enter
the code manually to the communications terminal 140.
Alternatively, the user authentication device 120 may com-
municate with the communications terminal 140 to deliver
the passcode thereto. The communications terminal 140 may
communicate information to the server 105 via a commu-
nications channel 170. The communications channel 170
can be any method and/or interface that enables communi-
cation of information to the server 105 that may be required
to authenticate the identity of the user 110. The communi-
cations terminal 140 can communicate information gener-
ated by the user 110, the device 120, or both, to the server
105 over the communications channel 170.

In order to authenticate the user, the server 105 performs
algorithmic calculations for each user authentication attempt
that is substantially identical to the algorithmic calculation
performed by the user authentication device 120. The server
105 compares the authentication information received over
communications channel 170 and the authentication infor-
mation generated by the server 105 to determine whether
there is a match. If there is a match, then the server 105 can
authenticate the identity of the user 110.

Referring to FIGS. 2 and 3, there is illustrated an example
of a user authentication device 200 suitable for issuing a
passcode for authenticating a user. The device may be a RSA
authentication token comprising a LCD display 210 for
issuing a passcode to a user. The device may also contain a
plug portion for plugging into a USB port. This facilitates
communication between the communications terminal, for
example, a computer, and the device. The display 210 in
FIG. 3 is illustrated in a non-energized non-operational state
comprising six passcode numerals (888 888) that may
represent a passcode. The display also comprises three
peripheral numerals (1, 2, 3) and a diamond character (0)
located on the right side periphery thereof. Additionally, the
display comprises countdown bars on the left side periphery
thereof. The countdown bars may illustrate the time remain-
ing before a new passcode is issued and displayed on the
display. For example, a new passcode may be issued and
displayed every sixty seconds and one countdown bar may
disappear every ten seconds to illustrate the time remaining
before a new passcode is displayed.

It will be appreciated that when the token as described
above is created the unique seed for the token is placed into
a token record. The token record may then be loaded into the
authentication entity, for example, the server to allow the
token to be used in an authentication event.

Accordingly, a mechanism or technique is required for
delivering (e.g., securely delivering) the token records from
a token manufacturer to an end customer. If the information
in a token record is revealed to an attacker, there is a risk that
the attacker may be able to use such information to the
attacker’s advantage. In particular, a mechanism or tech-
nique is required for distributing the tokens through indirect
channels such as a value added reseller or some other third
party. Typically, these indirect distributors maintain an
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inventory of tokens in stock such that the end customers can
buy tokens as needed. Indirect distribution adds a layer of
security complexity to token record distribution since the
end customer may be unknown to the token manufacturer at
the time that the tokens are programmed and the token
records are produced by the manufacturer. Furthermore,
when leveraging indirect distribution, the personnel and
processes of the indirect partner are outside the control of the
token manufacturer and therefore the manufacturer cannot
always assume that the indirect partner is totally secure.

In the past, storage media such as CD-ROMs have been
used to distribute token records with token shipments.

Other techniques have also been used in the past to deliver
token records.

SUMMARY OF THE INVENTION

A method and system for use in distributing token records
in a market environment, wherein at least one token record
comprises a unique seed associated with a one-time pass-
word (OTP) token, is disclosed. An encryption key and a
decryption key are generated for assisting selective encryp-
tion and decryption of a token record associated with a OTP
token. The token record is encrypted with the assistance of
the encryption key. One of the encrypted token record and
the decryption key is provided into the market environment.
A device comprising an identifier for facilitating identifica-
tion of the token record associated with the OTP token is
provided into the market environment together with the one
of the encrypted token record and the decryption key,
wherein the identifier is concealed by a tamper-evident
removable material such that any effort to reveal the iden-
tifier will be readily apparent. The other of the encrypted
token record and the decryption key is provided to an entity
in response to the entity providing the identifier.

BRIEF DESCRIPTION OF THE DRAWINGS

Features and advantages of the present invention will
become more apparent from the following detailed descrip-
tion of exemplary embodiments thereof taken in conjunction
with the accompanying drawings in which:

FIG. 1 is an example of a system for enabling secure
communication over a network;

FIG. 2 is an example of a user authentication device;

FIG. 3 is an example of a display of the device of FIG. 2;

FIG. 4 is a flowchart summarizing the steps of a technique
for distributing token records in a market environment; and

FIG. 5 is a flowchart summarizing the steps of another
technique for distributing token records in a market envi-
ronment.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process, an apparatus, a system, a computer
program embodied on a computer readable storage medium,
and/or a processor, such as a processor configured to execute
instructions stored on and/or provided by a memory coupled
to the processor. In this specification, the implementations,
or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps
of disclosed processes may be altered within the scope of the
invention. Unless stated otherwise, a component such as a
processor or a memory described as being configured to
perform a task may be implemented as a general component
that is temporarily configured to perform the task at a given

15

25

35

40

45

55

4

time or a specific component that is manufactured to per-
form the task. As used herein, the term ‘processor’ refers to
one or more devices, circuits, and/or processing cores con-
figured to process data, such as computer program instruc-
tions.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
invention is described in connection with such embodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is not unnecessarily obscured.

Referring to FIG. 4, there is illustrated a technique 400 for
distributing token records in a market environment. For
example, the technique may be suitable for use in distrib-
uting token records to a value added reseller or distributor in
a market environment. The reseller may in turn distribute the
token records to an end customer or end user. It will be
known to those skilled in the art that one-time password
(OTP) tokens, for example, RSA SecurlD tokens, are indi-
vidually programmed by the token manufacturer with
unique seeds. The unique seed value for a token is then
placed into a token record. The seed may be placed in the
token record along with other data such as the type of token,
operational characteristics of the token, and the token serial
number. It will be appreciated that the token records may be
distributed together with the one-time password (OTP)
tokens with which the token records are associated. The
token records when received by the end user may be loaded
onto, for example, an authentication server to allow the
tokens to be used.

Typically, it is the case that an end user or customer will
order multiple packs of tokens from the token manufacturer
or a value added reseller. The token records may for each
pack of tokens be placed in a single token record file. For
example, an order for 150 tokens may include a pack of 100
tokens and a pack of 50 tokens. The customer may receive
two files containing token records, one with 100 records and
one with 50 records. However, in this embodiment, it will be
described for simplicity purposes only a technique for
distributing a single token record associated with a single
OTP token. It will be appreciated, however, that the tech-
nique may be used to distribute a token record file or files
containing tokens records associated with multiple OTP
tokens.

The technique as described herein comprises generating
410 an encryption key and a decryption key for assisting
selective encryption and decryption of a token record asso-
ciated with an OTP token. It will be appreciated by those
skilled in the art that the keys may be generated using
hardware based random number generators or any other
suitable method. It will also be appreciated by those skilled
in the art that the encryption and decryption keys may be
different or the same keys may be used to encrypt and
decrypt. The technique comprises encrypting 420 the token
record with the assistance of the encryption key. Although
not limiting, it is preferred that the token records are
encrypted, using a standard mechanism, such as PKCS #7 to
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encrypt and envelope the data. The technique comprises
providing 430 the encrypted token record into the market
environment. For example, the encrypted token record may
be provided to the value added reseller on a storage medium.
As discussed above, it may be provided together with the
OTP tokens with which it is associated. However, the
decryption key for decrypting the encrypted token record is
not provided into the market place. It will be maintained by
the token manufacturer. It will be appreciated in some
instances it may be maintained by a related party or a trusted
third party on behalf of the token manufacturer. The tech-
nique also comprises providing 440 a device comprising an
identifier for facilitating identification of the token record
associated with the OTP token. The device may be provided
into the market environment as part of a package together
with the encrypted token record and the associated token. In
this embodiment, the identifier is concealed by a tamper-
evident removable material such that any effort to reveal the
identifier will be readily apparent. For example, the device
may comprise a base layer on which the identifier is pro-
vided. Furthermore, the tamper-evident removable material
may be an irreversibly removable material in the form of a
coating covering the identifier which may be removed by
scratching at the material. It will be appreciated by those
skilled in the art that the device may be similar to a scratch
card or a lottery ticket. The identifier may comprise a
random numerical or alphanumerical code or codes for
facilitating identification of the token record associated to
the OTP token. The code or codes may be unrelated to the
token. The technique also comprises providing 450 the
decryption key to an entity in response to the entity provid-
ing the identifier such that the encrypted token record can be
decrypted by the entity. For example, the entity may be an
end customer that purchased the OTP token from the value
added reseller. As described above, the OTP token may be
provided to the end customer together with the encrypted
token record and the device in a package. However, the
customer will be unable to use the encrypted token record
without obtaining the decryption key. To obtain the decryp-
tion key, the user may remove the tamper-evident removable
material. For example, the user may scratch the irreversibly
removable material covering the identifier to reveal the
identifier. The user may in turn contact the token manufac-
turer with the identifier. For example, the end customer may
contact the token manufacturer by visiting a website offered
by the token manufacturer. The website may provide the
decryption key to the entity in response to the entity pro-
viding the correct valid identifier. In this embodiment, the
technique is configured to remove the decryption key from
the website once it has been provided to the entity in
response to providing the identifier. It is preferred that after
the decryption key is downloaded, any subsequent attempts
to download the decryption key will be rejected and a
security warming may be generated. In this way, if an
attacker were somehow able to subvert the system before the
actual end customer were able to retrieve the key, the end
customer would be unable to retrieve it and therefore be
prevented from using compromised tokens. The end cus-
tomer may then contact the token manufacturer to remedy
the situation. Similarly, if the actual end customer is the first
to successfully download the decryption key, the attacker
would not then be able to download the decryption key at
some later time.

The technique above describes the step of generating
encryption and decryption keys for assisting selective
encryption and decryption of the token record. It will be
appreciated that the keys may be generated using hardware
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based random number generators or any other suitable
method. In an exemplary embodiment, the technique com-
prises generating a symmetric key for assisting encryption of
the token record. The technique also comprises encrypting
420 the token record with the assistance of the symmetric
key. In this embodiment, the technique also comprises
generating a second symmetric key for facilitating selective
decryption of the encrypted token record. The technique
comprises generating the second symmetric key and
encrypting the symmetric key with the second symmetric
key. The technique also comprises providing the encrypted
token record and the encrypted symmetric key together into
the market environment. For example, the technique may
provide the encrypted token record and encrypted symmetric
key stored on a file on a storage medium into the market
environment. It will be appreciated that the storage medium
may be a CD-ROM. It will be appreciated by those skilled
in the art that the second symmetric key will be considered
as the decryption key. In this embodiment, the technique also
stores the second symmetric key at the token manufacture.
The technique may be configured such that the end user can
access the stored second symmetric key over a network. For
example, the second symmetric key may be accessed and
provided to the end customer over the internet in response to
the end user providing the correct identifier on the device.
The second symmetric key allows the user to decrypt the
encrypted symmetric key and the decrypted symmetric key
can in turn decrypt the encrypted token record. The second
symmetric key thereby assists in the decryption of the
encrypted token record.

Referring to FIG. 5, there is illustrated a technique 500 for
distributing token records in a market environment. For
example, the technique may be suitable for use in distrib-
uting token records to a value added reseller or distributor in
a market environment. The technique is substantially similar
to the technique as described above in relation to FIG. 4 and
it will be appreciated that substantially similar steps may be
executed in a similar manner and the comments disclosed
above with respect to substantially similar steps also apply
with respect to this technique. The technique comprises
generating 510 an encryption key and a decryption key for
assisting selective encryption and decryption of a token
record associated with an OTP token. It will be appreciated
that the keys may be generated using hardware based
random number generators or any other suitable method.
The technique comprises encrypting 520 the token record
with the assistance of the encryption key. Although not
limiting, it is preferred that the token records are encrypted,
using a standard mechanism, such as PKCS #7 to encrypt
and envelope the data. The technique comprises providing
530 the decryption key into the market environment. It may
be provided together with an OTP token to which the token
record is associated as a token package. However, if the
decryption key is provided the encrypted token record is not
provided. It will be maintained by the token manufacturer.
As discussed above, it may also in certain instances be
maintained by a related party or a trusted third party on
behalf of the token manufacturer. The technique also com-
prises providing 540 a device comprising an identifier for
facilitating identification of the token record associated with
the OTP token. In this embodiment, the identifier is also
concealed by a tamper-evident removable material such that
any effort to reveal the identifier will be readily apparent.
The identifier may comprise a random numerical or alpha-
numerical code or codes for facilitating identification of the
token record associated to an OTP token. It may also
comprise the decryption key required to decrypt the
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encrypted token record. The key may also be in the form of
random numerical or alphanumerical code or codes. The
identifier and decryption code may both be revealed by, for
example, scratching and removing the material. The tech-
nique also comprises providing 550 the encrypted token
record to an entity in response to the entity providing the
identifier such that the encrypted token record can be
decrypted by the entity. For example, the entity may be an
end customer that purchased a OTP token from the value
added reseller. The OTP token may be provided to the end
customer together with the device in a package as described
above. The device reveals an identifier and the decryption
key behind the tamper-evident removable material. How-
ever, the decryption key will be no use to the end customer
without the encrypted token record. To obtain the encrypted
token record, the user may, for example, scratch the material
covering the identifier to reveal the identifier. The customer
or user may in turn contact the token manufacturer with the
identifier. For example, the end customer may contact the
token manufacturer by visiting a website offered by the
token manufacturer. The website may provide the encrypted
token record to the entity in response to the entity providing
a correct valid identifier. In this embodiment, the technique
is configured to remove the encryption token record from the
website once it has been provided to the entity in response
to providing the identifier.

The advantages of the above techniques are many. The
techniques require that the token record be encrypted in
order to protect its sensitive information. Additionally, the
techniques require that the encrypted token record and the
decryption key are never provided together. Rather, one of
the encrypted token record and the decryption key will be
provided into the market environment and the other of the
encrypted token record and decryption key will be main-
tained by the token manufacturer and provided to the end
user only in response to a valid correct identifier being
provided to the token manufacturer. Accordingly, the
encrypted token record may be shipped using insecure
shipping transports. Use of such transports will have no
impact on the security of the information contained in the
token record as the encrypted token record and the decryp-
tion key will never be shipped together. In order to use the
OTP token, it will be necessary to have possession of the
token itself, the encrypted token record, and the key needed
to decrypt the token record. The end user will only be able
to possess all three if the end user is able to provide the
correct identifier on the device to the token manufacturer.
The identifier will only be revealed by removing the tamper-
evident removable material from the device so it will be
readily apparent to the end user if the device has been
tampered with in transit from the token manufacturer. In
such a case he will realize immediately that the tokens are
compromised.

Moreover, if an attacker were somehow able to subvert
the system before the actual end customer retrieved the
encrypted token record or the decryption key, the end
customer would be unable to retrieve either the encrypted
token record or the decryption key as it would be removed
when it was initially provided or downloaded and therefore
the end customer would be prevented from using a com-
promised token. The end customer would be expected to
then contact the token manufacturer to remedy the situation.
Similarly, if the actual end customer is the first to success-
fully download the encrypted token record or the decryption
key, the attacker would not then be able to download at some
later date.
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While it has been described above in relation to the
technique 500 that the device comprises the identifier and
the decryption key behind the tamper-evident removable
material it will be appreciated that the decryption key may
be split, such that part of it is on the device, and part of it is
obtained from the token manufacturer. In this way, the token
manufacturer would not retain the full password or passcode
for decrypting the token record but just the part that would
complete the decryption key.

While it has been described above that the entity or end
customer or user contacts the token manufacturer over a
network, for example, the internet it will be appreciated that
the end user could contact the token manufacturer, for
example, via the phone, and provide the identifier to the
token manufacturer. The token manufacturer would verify
the information and respond by providing either the decryp-
tion key or the encrypted token record to the entity or end
user. The technique may be configured to provide either the
decryption key or the encryption token record over a net-
work or on a storage medium. It will be appreciated that the
entity or end user may use other channels of communication
including, but not limited to mail, secure shipping, email,
secure email, SMS messages and the like.

While it has been described above that a symmetric key
is generated for encrypting the token record and a second
symmetric key for encrypting the symmetric key, it may be
that the symmetric key is encrypted and wrapped with
several symmetric keys. A technique known in the art is
often called “key wrapping” where one or more keys are
used to protect another key. This technique is used when a
number of keys are required to decrypt an object. For
example, a second and third symmetric key may be gener-
ated and the symmetric key may be encrypted and wrapped
with the second and third symmetric keys. In such a sce-
nario, the second and third symmetric keys act as decryption
keys and any one of the second and third symmetric keys
may be used to decrypt the encrypted symmetric key. This
may be advantageous when the entity requires more than
one decryption key for decrypting the token records. This
may be the case when an entity comprises a number of
administrators that are required to have a decryption key.

While it has been described above that a device is
provided comprising an identifier concealed by a tamper-
evident material such as an irreversibly removable material
that can be scratchably removed, it will be apparent to those
skilled in the art that this is an example only and other
examples are possible. For example, a device may be
provided comprising an identifier wherein the identifier is
concealed by a tamper evident sealable envelope such that
any efforts to reveal the identifier will be readily apparent.

While it has been described above that an identifier is
provided for facilitating the identification of the token record
associated with the OTP token, it will be appreciated that
one or more identifiers may be provided. For example, the
identifier may be one or multiple discrete codes.

While the techniques as described above are described for
distributing a token record associated with an OTP token, it
will be apparent that the technique may be used in connec-
tion with the distribution of multiple token records and
tokens. For example, the token records may form part of one
or more packs comprising multiple token records and
tokens. The token records may be in a token record file. It
will be appreciated that each pack may require a unique
decryption key to decrypt the token records. It will also be
appreciated that the device comprising the identifier may
also form part of the packs. Moreover, the identifier may
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comprise a token pack identifier and a random verification
code associated with the decryption key needed to decrypt
the encrypted token records.

While the invention has been disclosed in connection with
preferred embodiments shown and described in detail, modi-
fications and improvements thereon will become readily
apparent to those skilled in the art. Accordingly, the spirit
and scope of the present invention should be limited only by
the following claims.

What is claimed is:

1. A method, comprising:

generating an encryption key and a decryption key for use

in the encryption and decryption of data;

encrypting the data with the assistance of the encryption

key;

providing a device comprising an identifier and part of a

decryption key, wherein the identifier and the part of a
decryption key are concealed by a tamper- evident
removable material;

receiving the identifier from an end user;

in response to receiving the identifier, determining if the

identifier is valid; and

in response to determining that the identifier is valid,

providing the encrypted data and other part of the
decryption key to the end user such that the end user
will possess the encrypted data and the decryption key
for decrypting the encrypted data.

2. The method as claimed in claim 1, wherein generating
the encryption key comprises generating a symmetric key
for assisting selective encryption of the data.

3. The method as claimed in claim 2, wherein the sym-
metric key is a randomly generated symmetric key.

4. The method as claimed in claim 2, wherein the data is
encrypted with the assistance of the symmetric key.

5. The method as claimed in claim 4, further comprising:

generating a second symmetric key; and

encrypting the symmetric key with the assistance of the

second symmetric key.

6. The method as claimed in claim 5, wherein providing
the encrypted data comprises providing the encrypted data
and the encrypted symmetric key.

7. The method as claimed in claim 6, wherein providing
the decryption key comprises providing the second symmet-
ric key for assisting selective decryption of the encrypted
symmetric key which in turn can decrypt the encrypted data.

8. The method as claimed in claim 1, wherein the iden-
tifier is provided on a base layer and the tamper-evident
removable material is an irreversibly removable material
covering the identifier on the base layer.

9. The method as claimed in claim 8, wherein the irre-
versibly removable material comprises a scratchable coating
that can be permanently removed by scratching the coating.
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10. The method as claimed in claim 8, wherein the
identifier comprises a random identifier.

11. A system, comprising:

first logic generating an encryption key and a decryption

key for use in the encryption and decryption of data;
second logic encrypting the data with the assistance of the
encryption key;

third logic providing a device comprising an identifier and

part of a decryption key, wherein the identifier and the
part of a decryption key are concealed by a tamper-
evident removable material;

fourth logic receiving the identifier from an end user;

in response to receiving the identifier, fifth logic deter-

mining if the identifier is valid; and

in response to determining that the identifier is valid, sixth

logic providing the encrypted data and other part of the
decryption key to the end user such that the end user
will possess the encrypted data and the decryption key
for decrypting the encrypted data.

12. The system as claimed in claim 11, wherein generating
the encryption key comprises generating a symmetric key
for assisting selective encryption of the data.

13. The system as claimed in claim 12, wherein the
symmetric key is a randomly generated symmetric key.

14. The system as claimed in claim 12, wherein the data
is encrypted with the assistance of the symmetric key.

15. The system as claimed in claim 14, further compris-
ing:

seventh logic generating a second symmetric key; and

eighth logic encrypting the symmetric key with the assis-

tance of the second symmetric key.

16. The system as claimed in claim 15, wherein providing
the encrypted data comprises providing the encrypted data
and the encrypted symmetric key.

17. The system as claimed in claim 16, wherein providing
the decryption key comprises providing the second symmet-
ric key for assisting selective decryption of the encrypted
symmetric key which in turn can decrypt the encrypted data.

18. The system as claimed in claim 11, wherein the
identifier is provided on a base layer and the tamper-evident
removable material is an irreversibly removable material
covering the identifier on the base layer.

19. The system as claimed in claim 18, wherein the
irreversibly removable material comprises a scratchable
coating that can be permanently removed by scratching the
coating.

20. The system as claimed in claim 18, wherein the
identifier comprises a random identifier.
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